From: Iorga, Michaela

To: Chen, Lily

Cc: Perlner, Ray; Moody, Dustin
Subject: Re: Keyless signature infrastructure
Date: Friday, January 8, 2016 4:36:23 PM
Attachments: Fwd Four decks for NIST.msg

Hi Lily,

Thank you for your reply. | am attaching the email with the presentations given to Crypto team a year ago —
in case the material is of more interest now than in 2014. Meltem might have copies too.

| keep seeing them in the news spreading their technology around the world and in US, with the defense
community. Since DoD is moving more and more to NIST standards, | thought we could be proactive on
their behalf ;). 1 am glad to hear NIST is.

Michaela

From: "Chen, Lily" <lily.chen@nist.gov>

Date: Friday, January 8, 2016 at 9:23 AM

To: "lorga, Michaela" <michaela.iorga@nist.gov>
Subject: Re: Keyless signature infrastructure

Michaela:
Happy New Year!

Thank you for the information. If | understand right, the so-called keyless signature
infrastructure is one of the hash based signatures. It is NOT keyless. It is essentially a one-
time signature. That is, a private key can use only once. Currently, this kind of signatures has
been considered in the category of "post quantum cryptography". We have a team working
on it led by Dustin Moody and Yi-Kai Liu.

There are certain issues due to its one time signature feature, which is called stateful
signature. There are some stateless versions. But the signature size is still far too large

compared with the signature schemes we have deployed, like RSA.

There are some |ETF drafts on hash based signatures. Your officemate, Ray, is
knowledgeable on this. You may like to chat with him.

In summary, the community is still working on it. NIST has been closely involved.

Lily
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Fwd: Four decks for NIST

		From

		Ken Zatyko

		To

		Iorga, Michaela; Sonmez Turan, Meltem

		Recipients

		michaela.iorga@nist.gov; meltem.turan@nist.gov



Good morning Michaela and Meltem,





Attached are slide decks for today.





Looking forward to the crypto and cloud security meetings.





The slides on Guardtime are for your background info and will not be presented to the working groups.





All the best,


Ken

Sent from my iPhone





Begin forwarded message:







From: Mike Gault <mike.gault@guardtime.com>
Date: November 12, 2014 at 6:00:23 AM EST
To: Ken Zatyko <ken.zatyko@guardtime.com>
Subject: Four decks for NIST










Mike Gault
CEO





Phone: +1 415 370 1120
mike.gault@guardtime.com
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Active Integrity

Active Integrity Is the process of
continuously verifying the integrity of
electronic data for:

» detection whether data has not been manipulated,

 alerting In the event of detection,

* mitigation, either manual or automated in the event of
an alert.

Active Integrity can be applied to firmware, operating
systems, network routing tables, switch and router
configuration parameters, event logs, data stores and
computer memory.

KSI Use Cases

Active Integrity iIs a Key Principle for

Attributed Networking.
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Clean State Proof

_____________________________________________________________________________________________________

Clean State Proof Is the mathematical proof provided by
KSI that a network Is In a clean state and free of
compromise. Once this state has been achieved it then
becomes possible to continuously verify that network
remains In a clean state and act when a compromise IS
detected.

|

Clean State Proof Is a fundamentally different approach

" - - AUTHORISED ASSET
to tradltl(?l’.]’ffll SeCl.JrI'[y sol.utlons that search for | ASSET |NTF/icS)géJTCED NTEGRITY EYECUTE
vulnerabillities. It is the difference between searching for REPOSITORY VERIFICATION
needles In a haystack; and having mathematical
assurance that there are none, by possessing Clean State Proof is a new form of Advanced Persistent

situational awareness on every stalk of hay. Threat (APT) Prevention & Detection.

KSI Use Cases
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Forensic Auditability VETWORK

e
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Forensic auditability is the ability to ;
conduct an audit with forensic quality AN
i.e. the audit would be considered
forensically sound and admissible as Bl

o
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legal evidence.

For digital networks the implication that any event on
those networks can be captured in such a way that it
can be assured of being accepted as legal evidence
l.e. the verification of that event can happen
Independently from the people presenting the
evidence.

KSI Use Cases
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Attributed Networks

Definition of Attributed Network:

» Complete real-time digital asset integrity awareness across
public, private, hybrid cloud and enterprise IT environments.

=

» Authentication at scale for all M2M, SDN, CDN, and storage
activities.

» "GPS for data” — forensic traceabillity into where the data has

been, how It has been transformed, and the time it was CORPORATE SENSOR
changed. . NETWORK NETWORK

KSI Use Cases
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Security Operations Center at SEB Bank Summary:

Every ATM transaction, Internet

banking transaction, mobile payment

Attributable Network GuardView SOC
of SEB ATM-s, allows to visualize and analyze comes with a keyless signature
Internet and Mobile Bank. SEB network, in real-time

preventing insider fraud, hacking

and increasing transparency.

In 2011 SWIFT selected Guardtime as

GuardView SOC E

) . . .
s =2 = =2 =S S the world’s most innovative startup in
S nmmn UEMEE onen RS NS SIS G banking and finance.
/
A
=
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Insider Threat Detection

Rainer Gerhards
Author of rsyslog, the default logging daemon in Linux

“The key feature that attract my interest is the "keyless" inside the KSI name. If there is no
key, an attacker can obviously not compromise it.”

“So everything looks very solid and this is what triggered my decision to finally implement
log signature directly into the rsyslog core.”

KSI Use Cases
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Estonian Government

Public sector Private sector

"
“

«  With KSI integrated into

Document”®

document registries and logs, popuiation i Hecth ol ol ol

citizens do not need to trust Register ("0 ] Reoister [ managemently repository Telecom
systems_ :

government. There is complete Ay N

transparency.

Security servey Secunty serve, SC(urity Servey Sc(u.'ity Server Se(u.’itv Server Secunty Serve; Secunty serve, Secunty serve,

* |t is impossible to rewrite history
as everything that ever happens
IS entered into the KSI T e
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Software and Mission Assurance Summary:

On-board, real-time verification of

Uploaded executable code is v Collected sensor data is signed in uploaded executable code makes it
verified on-board, in real-time ~— real-time during the mission and _ _ .
and only valid code is executed. x w== transmitted along with the integrity proof. Impossible to inject malware or

otherwise tamper with authorized set

of UAV Instructions.

-'/_-
>
y
r .

On-board, real-time signing of the
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010101uv1u10
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L

0101010_.._.
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collected sensor data provides
complete tamper evident chain of
custody from data capture to storage

to long-term archiving.

Collected sensor data
storage and archive

Authorized executable
code repository

11 KSI Use Cases
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KSI | Critical Infrastructure Hardening

Firmware Server Network Database Virtualization Directory
Systems Devices & M2M Services

as a Service

Configuration Sl Settings and Group Polic
ontigura Configuration files  Configuration files Procedures and Ngs 4 P y Big Data Analytics
Information configuration Configurations Options

Access Control

Access Control . Network and
. . . . and Real-Time .
Permissions Permissions Lists and Permission grants Access Control Security
. . Change .
Configuration Operations

Reporting

KSI Use Cases
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KSI | Demo
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Why KSI? Attribution, Auditability and Transparency

By using KSI, governments and corporations get attributable networks:

Everything that happens in their environment

can be independently verified at scale, in real time.








<
—

guardtime

KSI Use Cases
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Cloud as a Data Logistics Platform

If everything (firmware, images, events, configurations) Is signed then the state of
Infrastructure can be independently verified in real time.

Any changes will generate an alert and in the event of a breach what happened when
can be proven.

Trusted parties can be eliminated

Further Reading: http://guardtime.com/blog/blockcloud-re-inventing-cloud-with-blockchains

KSI Use Cases
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Core Value Across the Cloud

Executable Integrity:
"Am | deploying the
authorized code?”

KSI provides a real-time
authentication mechanism against
external hacking and insider
tampering of the Virtual Machine
Images prior to deployment in the
Cloud.

KSI Use Cases

Event Integrity:
“What has happened to
my resources?”

KSI establishes accountability for
events in the Cloud, enabling
parties to prove that the logs have
not been compromised by external
hacking or insider tampering.

Storage Integrity:
“Is my stored data OK?”

KSI provides for independent
authentication of every object in the
Object Store, enabling regulatory
compliance for data integrity, on
commodity hardware, in the Cloud.








18

guardtime =

APl Integrity and PaaS Hardening

API Integrity I1s achieved
through a digitally
authenticated signing and
verification point for
managing, promoting, and
sharing APIs.

KSI Use Cases

Platform as a Service:

Deploying APIs via a cloud-based
Integrity service ensures they are
deployed as quickly and securely
as possible within verified
boundaries and agreements as
determined by the APl vendor and
service provider.

Clients can manage the signing,
deployment, and verification of
products to their own developer
community, or connections to
communities that have adopted
their platform.

APls can be published in private
repositories and with access for
select groups of developers,
ensuring those APIs are secure
prior to publishing, while still
controlling access.
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Storage Integrity

Value: KSI enables
Independent authentication
of every object In the Object
Store, realizing regulatory
compliance for data
Integrity, In commodity
hardware, In the Cloud.

No need for expensive storage
solutions like EMC or NetApp. KSI
functionality can be imparted Iinto
EMC or NetApp given customer’s
existing investment.

KSI Use Cases

OBJECT
— STORE

KSI
SIGNATURE
STORE

i PRE- ;
- PROCESSING

REST API
—

<hash, signature
+ metadata>

|

FILE + METADATA KSI ENABLED OBJECT STORE
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Executable Integrity

Value: KSI provides a
mechanism against external
hacking and insider
tampering of the executable
code Inside the machine.

KSI Use Cases

=

~
—

REAL-TIME DATA SIGNING

VIRTUAL MACHINE
IMAGE REPOSITORY

______________________________________________________________________________________________________________________________

___________________________________________

VIRTUAL MACHINE
IMAGE

KSI SIGNATURE
VERIFICATION

DEPLOYMENT
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Indemnification for Service Providers

Value: KSI provides
necessary proof to
iIndemnify the Service
Provider in a Virtual

Machine breach related '
Incident in the Cloud. l

Answers questions: ]

(¥

* When was the VM Image
authorized?

* Who authorized the VM Image?

VIRTUAL MACHINE
IMAGE REPOSITORY

* Was the VM Image changed
since authorization?

KSI Use Cases

O

|

KSI SIGNATURE
VERIFICATION
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Cloud Forensics - Event & Transaction Integrity

Value: KSI establishes accountability
for Cloud events, enabling a specific
Cloud event to be presented as

forensic evidence along with a proof e IR < 5 6 supertes. 6uet) OI0( [ = Asutiibhpsiesiioting 1 6 { 4 Auibyias | 65 Mod AHNBAA/ 194
. . . . . 13 o SIGNED BY 17 1 & wmarted B L LOt AN} SO TS sad for L »

Of the entlre Iog flle Integrlty, Whlle 14 = | KEYLESS SIGNATURE 203 1¢C swported mauncio  TTYeptyw]l | PD/Metcirsiog d | USERroot | COMMAND «/usribnviiliall kmysgladmen

keeping all other events in T

Confidence- Z:l - a: r 11 s \ pened e W -

Unified timeline analysis is finally o e mrmsmnsrirensnyiis st i SRR

possible despite geographic & e el : e om rhariwmm ey .

regional separation of cloud assets. S | R PO firiingnt

NISTIR 8006 — KSI Addresses over e el e e —

60% of the 65 unigue Issues
highlighted by the NIST for Cloud
Forensics and Investigations

KSI Use Cases
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PKI and The Cost of Trust

PKI, SSH, SSL, TLS is “The 2013 Annual Report: Cost of Failed Trust found that all of the more

the underpinning of the than 2,300 respondents in mostly large enterprises had experienced at least

one trust exploit.
Internet.

In his joint session with Boeing at RSA, Ponemon discussed how weak

cryptographic exploits and CA compromises were found to impact every
organization in the survey.”

— RSA Conference and Ponemon Institute

KSI Use Cases







25

guardtime =

Attack Plane Examples

. CA Key Theft: Stolen or
Attacks: 9 derived copy of CA private
& key is used to issue
» Impersonation attack Y, Counterfeltcertiicates.
RA/VA Compromise = Compromise:
o Malware or other
- infiltration used to get
- CA System Compromise = . o counterfeit corticate
| RA Compromise: CA & ?ﬂnﬂ?mbgiuﬁg o
° ' ' ' e Infiltrate RA or steal .
CA Signing Key Compromise = e O S rive L ofCAprivate key).
) cnunterfeitcertifinates.e '
' i i i i ., Impersonation: et
Nation states (i.e. China, Russia) smply *\ t\\ Trick RA into issuing RA
subvert the CA software supply chain. " ‘\ﬁ a counterfeit .
Question: Who is your supplier, distributor and I\ certificate. o Q@ . L
trust anchor? T, ) T I'\\ - ‘l\

PKI is a complex infrastructure with numerous
trust anchors, dependencies, and
Implementation specific vulnerabilities.

KSI Use Cases
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PKI Hardened with KSI and Integrated into a SOC

Remediation:

It's impossible to control implementation
specific vulnerabillities or failure of best

practices, but it's possible to harden PKI
applications with continuous monitoring
to a SOC to collect, monitor, and report

on PKI application and audit log change
states In real-time.

KSI Use Cases

KSI does not rely on cryptographic secrets or credentials
that can be compromised, nor does KSI rely on trusting
administrators. Instead It relies on advanced
mathematical proofs and keyless cryptographic functions
approved by NIST.

Utilizing KSI Attributable Network and compatible
GuardView SOC, every component, configuration, and
digital asset can be tagged, tracked, and located with
real-time integrity information no matter where that asset
IS transmitted, stored, or received.
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Enterprise Integration

Firmware Server Network Database Virtualization Directory
Systems Devices & M2M Services

as a Service

Stored
Configuration files  Configuration files Procedures and
configuration

Configuration
Information

Settings and Group Policy

Configurations Options Big Data Analytics

Access Control

Access Control . Network and
. . . . and Real-Time .
Permissions Permissions Lists and Permission grants Access Control Security
. . Change .
Configuration Operations

Reporting

KSI Use Cases
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Security Operations

Integrity information afforded by
KSI signatures and metadata
Improves visibility and
understanding of enterprise
reliability and the state of
applications and important digital
assets, giving Guardtime the ability
to clearly differentiate good assets
from bad, especially for application
level attacks.

KSI Use Cases

SOC Analyst

Automate and FUSE
intelligence, integrity, and
incident data with
GuardView

Hundreds of alerts are generated

each day with traditional CIRC/SIEM
products. With GuardView, these

events are highly correlated with
integrity data, allowing the analyst to

focus on what’s important and critical

assets that are being manipulated, in
real-time.

o J

Internal Feeds (not all inclusive)
Internal Data Sources
Firewalls

IDS/IPS/Proxies/Web App Firewalls
Active Directory

Data Sources:

» Contacts (Active Directory, etc.)
« Facilities (IP Address Management)

» Devices (Asset DBs, etc.)

__________________

_____________

Generate
alerts found

GuardView

Provide
————— supplemental EEEEE

data from
Guardtime

sources
related to the

enriched

incident incident data
through to present to
________ correlation [N y  analytical
| and analysis efforts

<

__________________

Exchange

AAA Servers
M2M Sensors
LAN Controllers

GuardView

Security Analytics

* Present alerts with incident
and integrity data

« Consolidate all incident
information

* Manage the investigative
process

« Track incident resolution

* Maintain incident history and
proof-based audit trail

« Conduct impact/risk
assessment in real-time

* Ingest massive volumes of
diverse, fast-changing data

related to integrity and security
« Perform contextual analysis

and correlations, terabytes of
data in real-time

* Fuse external threat
intelligence with internal data

« Archive huge volumes of data
for compliance and for forensic
analysis

External Intelligence Feeds

» DLP Devices

« Endpoint Data
Logs/Audits

External Threat Feeds
Threat Indicator Portal

Guardtime Active Integrity Feeds
IP Geo Data

IDS Data...

_______________________________________________________________

_______________________________________________

i |

______________________________________________
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Solution — SOC (Security Operations Center)

SOC Is the people, SOC manages incidents SOC also monitors
processes and for the enterprise, applications to identify a
technologies involved In ensuring they are properly  nhossiple cyber-attack or
providing situational identified, analyzed, intrusion (event) and
awareness through the communicated, determine if it is a real
detection, containment, actioned/defended, . L

. . . malicious threat (incident),
and remediation of IT Investigated and reported. -
threats and If it could have a

business impact.
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SIEM Integration into a SOC

KSI Instrumentation is easily
Ingested into common SIEM
platforms to bring new integrity
Intelligence to all M2M Interactions
and backstop the security layer.

Signatures and metadata can be
Ingested via Common Event
Format (CEF).

KSI Use Cases
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Security Operations & Incident Response

..................................................

Recovery Verify Users/Systems

Notify Stakeholders
Isolate Affected Hosts

TIER -« Threat Analysis
NOTIFICATION &

...........................................

1 * Incident Response

CIRC COMMUNICATION

>
ESCALATION CERT < > y
GC Follow-

up
/

LE \_

- e

TIER - Cyber Intelligence Others ¢
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v v Router ACLs | Note Affected Parties Compromise Indicatiors
Syslt;g Events | Log and Notify S Develop/Obtain Signatures
INCIDENT PIRSIDIRICE 2ags INCIDENT RESPONSE : Conduct Analysis Implement Signatures
RESPONSE MANAGEMENT | Document Analysis : 9 _‘
FRAMEWORK L S l """""""
* Normalization _ i
« Correlation Prevention 4\ E ' S d b
« Aggregation EVENT LOGGING EVENT CORRELATION RULES | ;
- Prioritization gd ANALYSIS D : AT, | IMPACT ©ouhlEy o
DB Detection & Analysis | \_ SYSTEMS  j<4— ASSESSMENT ., COMPROM
i . ISOLATED? g RESULTS ~_ ISES?
24x7 SECURITY i ) e e
MONITORING |
TICKET CREATION TICKET UPDATES v QRS O BNR N
TIER -« Intrusion Detection : A e
1 * Triage Eradication : :'
- 5 L e ‘@" FOREZI;T(.!.: gmnwsm
! CONTAINMENT ~COMPLETED? ./
! of Affected Systems
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Dashboard Intelligence

f’BL'f' Welcome: Daniel Tet ¥
Dow Jones Enterprises O
Design Files
Files: 23
Baselines: 2
Validations: 681
(i) (x)
Baseline Rate validation Rate
Design Files Job [ ]
2014.02.06 - validation event ® .
2014.02.06 - validation event e _
2014.02.05 - validation event o () )
2014.02.04 - new baseline established @
2014.02.03 - validation event © ||
San Francisco Data Center @ i

Alert has been active for: xo0tx Minutes
Alert affects xo00¢ number of resources

Actions:

Contact: John Marquis (925) 5565 1212

Email: Jarvis Jones - jarvis @dowjones.com
View Previous Events ...

Create Ticket -- integrate with ticketing system

Executive Dashboard
(panel style)

Integrity Tiles

These tiles are intended to quickly provide the relevant
information an executive may want to have in front of them
or project on a screen somewhere for quick alerting. Each
panel can be configured to a different level node within the
hierarchy of systems. Some can be at the entire enterprise
others can be down to specific jobs or cluster of jobs.

The panels are simple representation of one of the jobs or
entities within the system, showing their "Integrity Status,"
they may also provide other system performance metrics
such as signing and validation rate.

More Information Popup

A simple popup can allow the executive to drill down and
see the history of the last set of events or perhaps show
the resources affected.

Action Oriented Popup

A different kind of popup would allow the executive to view
some critical information about the integrity of the San
Francisco Data center. What information and what Actions
are visible is still to be determined.

Graphical Tile

Some of the data can be shown in a more graphical
manner. For example capacity, total number of assets
being monitored and other such data.

KSI Use Cases
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Software Build Environment

KSI provides the abillity to Open Systems and Commercial Off the Shelf Uses for KSI

trace when and who * Improve Trust in Open Architectures that utiize Commercial-Off-The-Shelf
(COTS) HW while minimizing the need for large quantity of special HW

makes changes.
elements. Data Provenance.

KSI provides an ability to

create a valid audit traul

that cannot be

Life Long Configuration Management for the Lifetime of the Data by
Supplier, OEM, Dealer, Contributor(s), etc. Example dimensions:

o « Mercurial
surreptitiously . Subversion
manipulated. . Git

Provides Life Long CM Forensic Traceabllity from Design Drawings, through
manufacturing, fielding, (and investigation)

* |Indemnification and license compliance for software/image deliveries

KSI Use Cases
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Thank You!

Email: info@qguardtime.com
LinkedIN: linkedin.com/company/guardtime

Twitter: twitter.com/quardtime
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Born in Estonia: The World's Only True Digital Society

 100% electronic health records
*  99.8% of electronic banking transactions

«  249% of votes via Internet during last election

Over 1,000 other government e-services . EESTI VABARIIK N

o R
J; I . REPUBLIC OF ESTONIA IDENTITY. CARD
accessed using smartcard or mobile ID 3*""‘ ,,,,,,,,,,,,,,,,,,,,,

NNNNNNNNNNNNNNNN AMES

o Home of NATO CCDCOE

W NIF
L3

s 20.02.1073
FERSONAL CODE 47302200234

UUUUUUUUUUUUUUU

Home of European Union IT Agency

NNNNNNNNNNNNNNN

Home of Keyless Signature Infrastructure (KSI) | d s1234567

Introduction to Guardtime
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Technology Developed Based on the Lessons Learned From the
First Nation-State Cyberattack.

Ehe New JJork Times

th Egllardlan WORILD US. NY./REGION BUSINESS TECHNOLOGY SCIENCE HEALTH SPORTS OPINION

AFRICA AMERICAS ASIAPACIFIC EUROPE MIDDLE EAST

News » World news

Cyberattack on Estonia stirs fear of 'virtual war'

By Stavean Lea Myears
Fublizhed: Friday, May 18, 2007

Russia accused of unleashing cyb

to disable Estonia

- Parliament, ministries, banks, media targeted

- MNato experts sent in to strengthen defences MOSCOW — The computer attackh
Russia, first hit the Web site of Esta
27, the day the country was mired i
president's site went down, too, and
ministries in a wired country that t

and likes to call itself E-stonia.

The

FEconomist

lan Traynor in Brussels World politics Business & finance Economics Science & technology |

The Guardian, Thursday 17 May 2007

Cyberwarfare

Newly nasty

Then the attacks, coming in waves,

A three-week wave of massive cyber-attacks on the small B4

of Estonia, the first known incidence of such an assault on a
causing alarm across the western alliance, with Nato urgenti
the offensive and its implications.

While Russia and Estonia are embroiled in their worst dispul
collapse of the Soviet Union, a row that erupted at the end g
over the Estonians' removal of the Bronze Soldier Soviet wa
in central Tallinn, the country has been subjected to a barra
warfare, disabling the websites of government ministries, po
parties, newspapers, banks, and companias.

MNato has dispalched some of its top cyber-terrorism experts
investigate and to help the Estonians beef up their electronit

"This is an operational security issue, something we're takin

e e emloam b e s g M o m lwm]l mem Bl o m lawmidasm e oo e i i e Dem i s o e

television stations, then schools and
could have economic consequences.

The attacks have peaked and tapere
officials there to declare Estonia th

"If yvou have a missile attack agains
Mikko, a spokesman for the Estoni
Friday. "If the same result is caus

kind of attack?"

Officials in Estonia have accused R

L ey, o W®WW =y ® 0w W __®

Defences against cyberwarfare are still udimentary. That's scary

May 24th 2007 | From the print edition FlLke 3 W Tweet - O

IMAGIME that agents of a hostile power, working in conjunction with organised crime, co
cause huge traffic jams in your country's biggest cities—big enough to paralyse busines:
the media, government and public services, and to cut you off from the world. That woulc
seen as a grave risk to national security, surely?

Yes—unless the attacks came over the internet. For most governments, defending their

national security against cyberwarfare means keeping hackers out of important governm
computers. Much less thought has been given to the risks posed by large-scale disruptic
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Traditional Approach to security

Build a fence around the
data. This approach has
fundamental flaws...

* You can't be 100% sure the fence is
working (no instrumentation).

» Supervisors, courts and the public
have no transparency.

* Cloud computing blurs the
perimeter.

 Qver 50% of electronic fraud iIs
conducted by insiders.

Introduction to KSI

INSIDER

PERIMETER

= e W 0 1w

.v110000101110017«
.J011011101000110000101 .
»11000110111010000100000011 "
J00110100001100101000011010000.
,00100110010100100000011011010110L
»1000000110100101110011001000000111L
01101100011000010110111000100000011 1\
J1011010010110111000100000011010010111
01001100101011011100110001101100101001
01000110100101101110011000010111010007
Nn0000011011110110001001110011011001010°
701001100001011010010110111000100000
.010010110111001110100011001010111001
110011100100000011011110110011001100
1101110011001110010110101110010011"
11010000111010000100000011011000°
'1001110010000001110100011010°C
10000001100011011000010117°
"N0000111010001101001"°
"*101110011011~”7
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Cloud Blurs the Perimeter

. W N . . -

1. Perimeter control?
2. Trusted Iinsiders? .
,001C D110L
3. Data in vaults? 01104 | 11:\
_ )10148 90111
4. Where Is my data? 010C 001
0100011010010110111001100001011101R001°
: : 000C 010
5. Who Is accessing my data? ol -
'101 1001
6. Has the data changed? 1100%4 100
1101TH D011/
7.

How can | trust the service _ 911000
provider? |

«00000111.'..01101001r
"*101110011011”°

Introduction to KSI
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CIA Triad

Preventing the disclosure of information
to unauthorized individuals or systems.

CONFIDEN-

TIALITY

Making sure that the computing systems, the
security controls, and the communication
channels are functioning correctly.

|

The absence of compromise

SECURITY MODEL

AVAILABILITY “ >

Integrity is the problem in cyberspace. If systems, processes and data (software, configurations, logs, firmware) can be verified to

have integrity then a failure of integrity implies a breach. It is impossible to prevent crime but it is possible to detect it — in real-

time.
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Integrity Matters

“The most serious national security threat looming in cyberspace may be the potential for vital
data to be altered by cybermarauders, according to a cyber expert with the Office of the Director
of National Intelligence (ODNI).

Speaking to an attentive audience at the AFCEA Global Intelligence Forum in the National Press
Club in Washington, D.C., Sean Kanuck, national intelligence officer for cyber issues at the National
Intelligence Council in the ODNI, admitted that the threat to data integrity keeps him awake at
night.”

— Robert K. Ackerman, “Data Integrity Is the Biggest Threat in Cyberspace”, SIGNAL Online
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PKI Does Not Work for Massive Scale Integrity

PKI digital signatures are
based on keeping
secrets.

It works extremely well for its original use
case (key exchange across an insecure
channel) but the complexities and cost of
key-management make it very challenging
for managing integrity at scale. Secrets
can be exposed and if compromised
result in unlimited liablility to the data
being protected.

The evidence is not portable across
service providers.

Introduction to KSI

.»110000101110017 1«
.J011011101000110000101 .
»,11000110111010000100000011
000110100001100101000011010000
,00100110010100100000011011010110L
»1000000110100101110011001000000111¢L
01101100011000010110111000100000011 14
J1011010010110111000100000011010010111
01001100101011011100110001101100101001
01000110100101101110011000010111010001
00000011011110110001001110011011001010
11001001100001011010010110111000100000
'1010010110111001110100011001010111001

110011100100000011011110110011001100
1101110011001110010110101110010011"
11010000111010000100000011011000
"10011100100000011101000110100

10000001100011011000010111"
"N0000111010001101001"
©1101110011011°7

PKI TSA

ouU010 oY
P110111010001100007S
£1101110100001000000
§000110010100001101000
101001000000110110101 1N
10010111001100100000011
000010110111000100000011
101110001000000110100101
01101110011000110110010100
0010110111001100001011101000
01111011000100111001101100101
10000101101001011011100010000
01001011011100111010001100101011104
100111001000000110111101100110011(
0111001100111001011010111001001
10100001110100001000000110110Q
D01110010000001110100011014
RQ00001100011011000010
Al0011101000110104

.211000010111001 1«
.J011011101000110000101 .
»+11000110111010000100000011
000110100001100101000011010000
,00100110010100100000011011010110L
»1000000110100101110011001000000111¢L
01101100011000010110111000100000011 1\
J1011010010110111000100000011010010111
01001100101011011100110001101100101001
01000110100101101110011000010111010001
00000011011110110001001110011011001010
11001001100001011010010110111000100000
'1010010110111001110100011001010111001
110011100100000011011110110011001100
1101110011001110010110101110010011"
11010000111010000100000011011000°
'10011100100000011101000110100
100000011000110110000101117
"00000111010001101001"
"*101110011011°7

P110111010001100007%

1 00111001000000110111101100110011¢
0111001100111001011010111001001
10100001110100001000000110110¢Q
001110010000001110100011014
Q00001100011011000010
B0011101000110104

guUuU10 v
P11011101000110000T
L1101110100001000000
R000110010100001101000
010010000001101101011¥
0010111001100100000011
p00010110111000100000011
01110001000000110100101
D1101110011000110110010100
010110111001100001011101000
01111011000100111001101100101
—1e 10000101101001011011100010000
0100191101110011101000110010101110¢
§001110010000001101111011001100119
0111001100111001011010111001001
10100001110100001000000110110Q
00111001000000111010001101 4
Q00001100011011000010
A000111010001101048

SIGNER

01110100011

000110111010000
¥01101000011001010
01001100101001000000
0000001101001011100110
10110001100001011011100C
0110100101101110001000000
00110010101101110011000110110010100
100011010010110111001100001011101000
000001101111011000100111001101100101¢(
100100110000101101001011011100010000¢
§01001011011100111010001100101011100
1001110010000001101111011001100110¢
10111001100111001011010111001001
1010000111010000100000011011004
001110010000001110100011010Q4
00000011000110110000101
a000011101000110100

PKI-SIGNED
ELECTRONIC DATA
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The Challenge

DATA

SIGNATURE

00011001018J0101100101111110000000000101111110000100111110
011111111000™Q11000100010101100011000010111110101001111000
001110010107T0010111011000100110001110001010100111000000
001011010100101000101101100101100010000011101000111
10000010010101100101110011110100011111111010111011
011110111001011010001100001100011110100000110010
101101100110010110100110000111000001100010101001
001110110011111010000010000110000101111011001100
110111011011110100010011101100011110011111001001
10011100111000010111100011100001100111000010101000
1101101001110101000101011101111001110100010100001010
01111000101110000101100010111110001101001100101100111000
1110001000000000010100111000000100011101100101010101010000
1010100011000001011011010000011101100101100000111001001011
1111001100101101001100100111111011011111101001100110111000
1111101001010110010010110111001010000011110000100011011001
1111100010101011010110010001111101010010010000110000000000
1100100110010110110010001010101111101000110000110011110001
1101010100100010111001010111111100101101010010101010000111
1011110111011000100001100000001010000111110111000000001000

Q

In 2007 Estonian scientists were set a challenge: to design an build a massive scale signature
system for electronic data which could prove the time, integrity and identity (human or
machine) without reliance on centralized trust authorities

10 Introduction to KSI
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Design Reguirements

Prove

Time of signature, Integrity of
signed data and identity (human or
machine) of signer

Scale-Free

The system should be able to sign
and verify an exabyte per second.

Trust-Free

Does not rely on key-stores,
administrators or trusted third
parties.

Introduction to KSI

Portable

Data can be verified even after that

data has crossed organizational
boundaries

Real-Time

The signatures should be able to
be verified in real-time.

Indefinite Expiry

T
0

ne signatures should not have an

nerational lifetime.

Carrier Grade

The system should be able to
deliver 99.999% availabillity.

Offline

The system should not require
network connectivity for verification.

Post-Quantum

The system should be work
assuming functioning quantum
computers i.e. they cannot rely on
traditional asymmetric key or elliptic
curve cryptography.
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KSI I1s Based on Cryptographic Hash Functions

A hash function takes
arbitrarily-sized data as
Input and generates a
unigue fixed-size bit
sequence as output.

The output iIs known as the hash
value, message digest, or digital
fingerprint of the input.

A cryptographically secure hash
function Is one-way.

Introduction to KSI

INPUT DATA

= HASH FUNCTION

ONE-WAY ONLY.
REVERSING IMPOSSIBLE

HASH VALUE

1.6 MB
PDF CONTRACT

2 GB
VM IMAGE

168 BYTES
LOG FILE
ENTRY

SHA256 HASH
FUNCTION

SHA256 HASH
FUNCTION

SHA256 HASH
FUNCTION

256-BIT HASH VALUE

41ADEG674F7AF728AF83

256-BIT HASH VALUE
FDA774719491984DFA/F

256-BIT HASH VALUE
19491984DFA/FDAT77476
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Turning Individual Hash Values into Hash Trees

A hash tree takes hash
values as Inputs and, via
repeated hash function
application, generates a
single root hash value.

On the figure:
* X, to Xg are the input hash values

* h() represents hashing (hash
function application)

° | represents concatenation

Introduction to KSI

Xroot = h(X14 | X58)

X58 = h(Xs56 | X78)

\ X34 = h(X3 | X4) \

X12 = h(X1 | X2) ‘ ‘ ‘ ’ X78 = h(X7 | Xs)

X1 X2 X3 X4 X5 X6 X7 X8

EXAMPLE: AHASH TREE WITH 8 LEAVES CONTAINING THE INPUT HASH VALUES

X14 = h(X12 | X34)
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Reproducing the Root Hash
using Hash Chains

A hash chain contains all In the example, if the owner of X,

the iInformation needed to knows {X,, X;,, Xss} then he can re-
create the root hash value, thus

regenerate the root hash proving that x, participated in the
value from any particular original computation that led to it.

leaf of the tree.

If the data In question still hashes
to X5, then it must have been an
iInput to the original tree.

Each leaf node in a hash tree with
N leaves needs log,(N) additional
hash values to regenerate the root.

Introduction to KSI

HASH TREE Xroot = h(X14 | X58)

X14 = h(X12 | X34) ‘ . X58 = h(Xs6 | X78)

"\ Xa2=h(Xz| X4,/

X12=h(X1 | X2) . . ‘ ‘ X78 = h(X7 | X8)

X1 X2 X3 X4 X5 X6 X7 X8

HASH CHAIN Xroot = h(X14 | X58)
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Concatenation Order Is Important

In addition to the hash Xroot = h(X14 | Xs) Xroot = h(X14| Xse) Xroot = h(X14 | Xs)
values, the correct order
of concatenation Is also
needed to regenerate the
root hash value. This Is
represented by the order
bits In the chain. X1 X2

LLL {000} LRL {010} RRR {111}

15 Introduction to KSI
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Geographically Distributed Hash Trees

A distributed hash tree Is
built by a hierarchy of
geographically separate
computational sub-trees
called aggregators.

Each aggregator operates
asynchronously. It receives hash
values from its children, generates
it's own hash tree, then sends it's

root hash value to multiple parents.

This root hash value becomes a
leaf at each connected parent.

Introduction to KSI

AGGREGATORS

/\ /\

l \
I
I
\
\
)
1

——————————————————————————————————————————————

/\ /\

\
\
\
I
4
1
\

——————————————————————————————————————————————
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Distributed Hash Trees Provide Scalability

The hierarchical nature of
the Infrastructure ensures
that the load on any
aggregator in any layer
depends only on the
number of direct children,

not on the total number of indirect
children in more distant layers or

the number of requests issued by
those indirect children.

Introduction to KSI

This In turn means that the service
IS linearly scalable. To issue more
sighatures per second, more
aggregators can be added to the
grid. This does not increase the
load on the core servers.

There Is no bottleneck In the
system.

4 \
4 \
4 \

4 \
4 \
4 \
l‘ ‘\

v /\ /. . ~ AN
9000 QQQQ‘: :"CQOC 9000

____________________________________________________________________________________________
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KSI Scalabllity

/I I
P00000090.
Each parent aggregator The top-level cluster “beats” once /
d i.e. there is one top
can support up to 1000 PET SECEON . AW
_ PP o P _ level root hash value generated AN: National ,".'/'\‘ ‘/.\;\\
children giving a capacity each second. AR RN
of 103" signatures per | o |
_ Up to 10%° signatures per second
round where nis the can be generated when the system N
number of layers. is fully built out M Do AS: Regional

KSI currently contains
four layers of

4
4
4

aggregation. S ¢/ % AL: Local
N o A/
P00 O ' @O0 @ (

__________

CLIENT 1 CLIENT 2 | CLIENT N

18 Introduction to KSI
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High Avallabllity & Resiliency

Aggregators run in redundant
clusters.

A logical Aggregators Is implemented as a
cluster of 2..4 fully redundant aggregation
servers, hosted at independent locations.

Each request is sent to each member of
the upstream aggregation cluster. First
correct response Is accepted.

This ensures there Is no single point of
fallure. Re-routing around network and
server failures Is transparent, since there
are multiple paths from each leaf to the
root.

CUSTOMER
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The Aggregator's Job

Each Aggregator is a
single server
participating in the
aggregation network.

The Aggregation
Network has several tiers
and works In cycles:

Introduction to KSI

. During one cycle the Aggregator collects requests from downstream (child)

aggregators,

. At end of a cycle it builds a hash tree, remembers its content, and sends top of the

hash tree to upstream (parent) aggregator(s).

. After receiving a correct response for a completed round it uses it's remembered

hash tree to assemble responses for all of its child aggregators and returns them.
The response to each child contains only the relevant subset (i.e. hash chain) of its
remembered hash tree.

« The upstream aggregator sent a similar subset; so hash tree is reassembled
Into individual hash chains as the responses travel downstream.

* The request sent to upstream aggregators has always constant size and data
rate, no matter how many child aggregators are connected or general system
load.
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Introducing the Hash Calendar

A global asynchronious Aggregation Calendar
Tree summarizing all submitted Hash Heoss
Values is built every second and
destroyed after all clients have
received their hash chains.
The same tree Is never rebuilt.

Global
Only the Global Root Hash Values of Agg;?é;:tion

the Aggregation Tree are keptin a
public Hash Calendar Database.

The Hash Calendar Database has
exactly one entry for each second
since 1970-01-01 00:00:00 UTC

Introduction to KSI

This Second

|

Of=== |O]O|O[O|O]|O

4
|
C]> Global Root Hash Value

L
LR B
LA L B 2B A R

e . .
L] 2 » L] . @
L B BN L B B L B BE BN

/N /N /N

M . . . ™ .
. . s @ . ® . ® . »
R 'R EE s e e s e e e s e 0w IR R

LA R L R L L2 LA R L LA LR LA A A L B L L AL L LA L sSsessene LA R L LA LR

‘ Hash Chains

Hash Values |
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The Hash Calendar 1s Built over Time

A hash calendar Is a
special kind of hash tree
that contains a time
element.

The calendar tree, unlike
the aggregation tree, IS
perpetual: data Is only
appended to it, never
removed.

Introduction to KSI

Each aggregation tree root value
becomes a leaf node in the hash
calendar. A new leaf Is added each
second and linked to previous
entries.

This extends the hash chain from
the aggregation tree, through the
hash calendar, to the calendar root
hash value which can later be used
to prove the time of signing.

HASH TREE

Root hash value

HASH CALENDAR
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For tangible proof, the \
root hash value Is

S | PUBLICATION CODE guardtime = guardtime =
periodically published. SR |
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as publication code in media (both ]
physical and electronic) is a widely CALENDAR TREE ‘

witnessed event that can’t be

backdated or denied. /? /
The calendar Is distributed in real /’ /’
| _ |

time through the KSI infrastructure,
making it also widely withessed.
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Extending a Signature
to a Published Root
Hash

When a signature is first registered
(blue leaf), only the past calendar
data is known (green nodes).

To later connect the signature to a
publication code, additional
calendar data from the intervening
period Is needed (red nodes).

This data Is supplied by the
verification helper service in the
gateway.

Introduction to KSI
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The Core Handles Requests from the Global Aggregation Tree

CORE
SYSTEM

DATABASE

VERIFIER

VERIFIER VERIFIER

VERIFIER

1 2

VERIFIER VERIFIER VERIFIER
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Redundant Sites

The top of the hash tree
would be a single point of
fallure; therefore we use a
cluster of N servers.

Selecting a single hash value from multiple
nodes is a instance of Byzantine Fault
Tolerance problem.

We use majority votinc[y to ensure unigueness
of the top. Therefore, LN/ 2J sites can fall.

Sites run as a synchronized state machine.

Each core node is synchronized to UTC and
contains an atomic clock.

Introduction to KSI

13
/

. |
a
v

\ 4

T~







guardtime =

guardtime &

guardtime.com

Core Network and Calendar Blockchain

T2
AAAAAA-CQUQYI-AAK2DT-RQBJES
WIDELY WITNESSED PUBLICATION | sxuzz= ~KGJEEG ~-KZQCPT-WX2QEK
IN ELECTRONIC AND PHYSICAL MEDIA | pr3ese -MJ3MSX -MUNKOV -LJIDAK
4 N\ ([ | )
0000 o
0000
0000 CORE NEWORK FOR DISTRIBUTED CONSENSUS vll CALENDAR BLOCKCHAIN WITH ENCODED TIME ‘

we-@ @ @ @
\ I y
()—(c)
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“ _‘ __ _‘ KSI Calendar Blockchain.
KSI Calendar Blockchain is a perpetual hash tree, data is only appended to it,
=< AGGREGATION NETWORK never removed, and it has one leaf for each second since 1970-01-01 00:00:00

> g UTC.
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"Keyless Signature
Infrastructure”

System which creates Keyless
Signatures.

* Global, scalable

» Hash tree aggregation
Implemented by layered
Aggregator clusters

* No single points of failure
* Immediate verification

* Reasonable latency

Introduction to KSI
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. _ TOP ROOT HASH ORDER AGGREGATION
Aggregathn HaSh Chaln “ HASI-gALUE VALUE BIT HASHOCHAIN
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Calendar Hash Chain

CALENDAR
HASH CHAIN

The calendar hash chain
(CHC) links the root hash
of the global aggregation
tree (as a leaf node In the
hash calendar tree) to the

published root hash value /?
of the calendar tree. )
_— ®

7

o ©

S S

000000

Introduction to KSI

CONCANTENATION

HASH VALUE
ORDER BIT
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Together, They Become
a Keyless Signature

A keyless signature
contains both hash
chains;

* the aggregation hash chain
(AHC) gets you to the root hash
of the global aggregation tree,

* the calendar hash chain (CHC)
gets you to the root hash of the
calendar tree;

* the root hash value of the
calendar tree Is published.

Introduction to KSI
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KSI Signatures Are
Proof of Data Integrity

Integrity Is verified by
recreating the hash value
In the calendar using the
aggregation hash chain.

To connect to a widely witnessed
physical artifact, the publication
code can be recreated using the
calendar hash chain.

The widely witnessed root hash
cannot be recreated from altered
Input data If the hash function used
IS second pre-image resistant.

Introduction to KSI

HASH VALUE

AGGREGATION HASH CHAIN

\

AGGREGATION HASH CHAIN

CALENDAR HASH CHAIN

guardtime.co

guardtime &
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KSI Signatures Are PUBLICATION COPE | guardtime 2

ggggggggggg

B
| | |
AAAAAA-CQUQYI-AAK2DT -RQBJES
roof of Signing Time e g

DI3PSE-MJ3MSX-MUNKOV-LJIDAK

Signing time Is encoded
Into the shape of the CALENDAR

calendar hash chain. /

The order bits encode the path
from the root to the leaf and prove
the time offset of the leaf from the
publication time P of the root hash
value If the hash function used Is
second pre-image resistant.

THERE IS NO TRUSTED TIME SOURCE

Introduction to KSI
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Hash Time 1s Non-Determinstic

15:25:26 UTCL

ADEEGIAHIDHEBCHBGCGBEHDIHCEEIHBACAHDD [

FEGDHIAHIDHEBCHBGCGBEHDHCEEHBACAHDD [

HDEEGIAHIDHEBCHBGCGBEHDIHCEEIHBACAHDD [

BEEEGIAHIDHEBCHBGCGBEHDHCEEHBACAHDD [

Hash ClockOl guardtime
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Next second t+ 1

IS UNKNOWN!

— This second t

— Previous secondt — 1
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Introducing Identity

HASH TREE OF THE PARENT
AGGREGATION SERVER ‘
ldentity: the result of an / \
authentication request (whether

PKI, LDAP, Biometric etc) as an ‘ ‘

identity tag In the KSI distributed
hash tree.

PARENT SERVER ‘ G ‘ G
——

IDENTITY TAG 4 IDENTITY TAG

This works for machines.

For a true digitial signature l .

SyStem fOr humans we neecl NON- Root hiill request from Root h?‘lsar,l, request from

repudiation. C O CHILD SERVER CHILD SERVER £
w" “A” “B” t ’

Introduction to KSI
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Replacing RSA signhatures using only hash-functions

Bob first generates a secret random number and
generates a hash value of that number, then
generates a hash-value of that and repeats creating a

chain of hash-values.
The last hash value in the chain is then published.

Each hash-value represents a one-time password for
a specific second. It Is possible to replace PKI identity
using quantum-immune hash-functions, eliminating

certificate revocation management.

Introduction to KSI

Public Hash
Secret registered
Random with CA
Number h(h(h(h(h(h(h(x)))))))

X h(x) h(h(x))

L RO On On On00n0n®

Bob.
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Non-Repudiation

Note that a CA cannot generate signatures on behalf of
Bob. The CA does not see the one-time passwords until
after they have been used. If a CA (or anyone) attempts

to forge a document by using x4 after t=4 the time of

KSI signature will be after t=4.

Bob just needs to ensure that he does not sign a

document with x4 before t=4.

Introduction to KSI

CA — —

N— ]

OaAlice [

Signature Service (OBob [&
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Request a Response
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Time without clocks !

First Bob needs to know what the current time is
— to do that he simply needs to generate a
signature from a KSI Gateway — any Gateway.

As an example lets assume that he gets back
t=2.

He can then hash the document hash (x,) with
the next three one-time passwords and send all
three to the CA. Assuming there Is less than
three second network delay one of the one-time

passwords will match the KSI signature time. He

can use that and discard the rest.

Introduction to KSI

Signature
Request

Signature
Response

(S)
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Implication: Simple Revocation Management

The CA will check revocation status before issuing a
signature. It will not issue signatures if Bob has

revoked his certificate.

Because of this there Is no need for managing and
distributing Certificate Revocation Lists (CRLS).
Carol doesn’t need access to a CRL to check if
Bob’s certificate was valid at the time he signed a
document. This removes a lot of complexity with

traditional PKI.

Introduction to KSI

CA

Signature Service

Signature l

Request % ><
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Implication: Limited Liability

Traditional PKI was designed such that signatures could
be generated offline (by signing offline with a private
key). This Is a problem as If the private key Is stolen
there Is unlimited liability. The thief can generate an

Infinite number of signatures, all of which will be valid.

In BLT the signatures are “server assisted” — they
require the CA to assist in the process of generating a
signature (without being trusted). This Is valuable as the
CA can limit/monitor the number of sighatures issued by

a usetr.

Introduction to KSI

CA

Signhature Service

?

Signature Signature
Request a Response
(S)

Bob l
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Implication : Long Term Validity

In traditional PKI it Is necessary to use a time-stamping
server to prove the certificate was valid when the
signature occurred. It Is then necessary to periodically
re-timestamp after the time-stamping keys are rotated

(typically 5 years).

All of this complexity is gone with BLT as the time and
Integrity of the signature can be proven mathematically
without reliance on the security of keys or trusted

parties.

Introduction to KSI
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Efficiency

Example instantiation: SHA2-256, one hash value (OTP) for each second; pre-
generated for one yeatr.

» Secure storage: 10K bytes
* SIgning time: 625 hashing operations, faster than RSA 1024!

» Signature size and verification complexity: 25 hashes (+ KSI sighature)
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Optimizations

Signature verification complexity O(l)
IS not acceptable.

Hash-tree built on top of one-time
password chain allows to create
compact proofs, reducing verification
time to O(log(l)).

Jakobsson’s pebbles reduce
chain+tree storage to O(log?(l)) and
next password generation to

O(log(l)),
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Implications for ldentity

PKI (RSA) KSI
1. Sighature creation off-line Server-assisted
2. Consequence of key abuse The number of forgeries is unlimited Limited, server side signatures
3. Revocation check During signature verification During signature creation
4. Revocation solution Complex Simple
5. Evidence integrity Relies on TTP confirmations Mathematically provable

6. Quantum threat Insecure Quantum immune

44 Introduction to KSI
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Academic References |

1. Ahto Buldas, Mart Saarepera.

On provably secure time-
stamping schemes.
ASIACRYPT 2004, LNCS 3329,
pPP.500—514.

First correct proof that the hash-
then-publish time-stamping
system Is secure If the hash
function Is collision resistant.
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2. Ahto Buldas, Margus Niitsoo.
Optimally tight security proofs for
hash-then-publish time-
stamping.

ACISP 2010, LNCS 6168,
PP.318—335.
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functions with small output size.
ACISP 2013, LNCS 7959,
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Signature Infrastructure: how to
build global distributed hash-
trees.

NordSec 2013, LNCS 8208,
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Efficient record-level keyless
signatures for audit logs.
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Academic References ||

1. Efficient Quantum-Immune Keyless Signatures with Identity - http://eprint.iacr.org/2014/321

2. Efficient Implementation of Keyless Signatures with Hash Sequence Authentication - http://eprint.iacr.org/2014/689

3. Security Proofs for the BLT Signature Scheme - http://eprint.iacr.org/2014/696
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Thank You!

Email: info@qguardtime.com
LinkedIN: linkedin.com/company/quardtime

Twitter: twitter.com/quardtime
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How Trust Works In KSI

A cryptographic * In mathematics, theorems are proven using logical inference to
verification Process could reduce the claims to basic truths called axioms. Theorems In

be likened to a mathematics are not absolute, but relative to the axioms.

mathematical proof - A verification process proves the authenticity of the data in
guestion by relating it to something that is so hard to forge that it
can be relied on to be authentic — a trust anchor. Deciding on what
to use as the trust anchors and which cryptographic primitives to
use as the inference steps Is called the trust model.

* The long-term trust model of keyless signatures relies only on hash
functions as the inference steps and inalterability of printed
newspapers as the trust anchors.

Introduction to KSI







49

guardtime =

Trust Models Available in KSI

Trust model specifies
what can be used as trust
anchors and how claims
can be linked to them.

Introduction to KSI

The long-term trust model of keyless signatures relies only
on hash functions as the links and printed newspapers as
the trust anchors.

For convenience and performance, authenticated electronic
archives may be used instead of printed newspapers.

Either conventional digital signatures or the calendar
database can be used for short-term authentication until a
printed publication Is avallable.

It IS not necessary to rely on signatures or secrecy of
signing keys for long-term verification.
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Verification with Newspaper Publication

1. The data hash is protected by the
aggregation hash chain (AHC) in the

signature. KEYLESS SIGNATURE NEWSPAPER
2. A calendar hash chain (CHC) is l
extracted from the calendar tree

(normally the verification helper |
service in a gateway supplies this). Data i Pul::llc;\tlon
| ode
3. The AHC's integrity and point in time

IS protected by the CHC.

4. The CHC is protected by the
publication code in the newspaper.

CALENDAR

5. The widely witnessed fact that the
publication code was present in a
given newspaper edition is the trust
anchor.

Introduction to KSI







51

guardtime =

Extended Signature with Newspaper Publication

The CHC in step 2 of previous slide can
be stored inside the signature.

Then future verifications can be done
without access to the gateway:

1. The data hash is protected by the
AHC In the signature.

2. The AHC is protected by the CHC In
the signature.

3. The CHC is protected by the
publication code in the newspaper.

4. The publication code in printed
newspaper Is the trust anchor.

Introduction to KSI

Data

KEYLESS SIGNATURE NEWSPAPER

Publication
Code
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Verification with Electronic Publication

1. The data hash is protected by the
AHC In the signature.

2. A CHC iIs extracted from the
calendar.

3. The AHC is protected by the CHC
from the calendar.

4. The CHC is protected by the code In
the publications file.

5. The publications file Is the trust
anchor (an electronic document
Instead of a printed one;
authentication of the file will be
discussed a few slides later).

Introduction to KSI

Data

KEYLESS SIGNATURE

CALENDAR
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Extended Signature with Electronic Publication

The CHC in step 2 of previous slide can
be stored inside the signature.

Then future verifications can be done
without access to the gateway:

1. T
A

2. T

ne data hash is protected by the
HC In the signature.

ne AHC Is protected by the CHC in

the signature.

3. The CHC is protected by the code in

4. T

the publications file.

he publications file is the trust

anchor.

Introduction to KSI

Data

KEYLESS SIGNATURE

____________________________________________________________________________________________________
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Recent Signature with Publications File

A publication code protects signatures

Issued before the code was generated.

Between the signing time and the next

publi

cation, a signature can be verified

as follows:

1. T
A

2. T

ne data hash is protected by the
HC In the signature.

ne AHC Is protected by the

(temporary) CHC in the signature.

3. The CHC is protected by a core
server's RSA signature.

4. Core servers’ signing keys are listed

In the publications file.

5. The file Is the trust anchor.

Introduction to KSI

Data

KEYLESS SIGNATURE
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Long-Lasting
Non-Repudiation

PKI signature Is sealed
using KSI signature.

* Non-repudiation and forward
security.

» Signatures will remain valid after
the key expiration or revocation.

» EXxisting signatures will be valid
even after the invention of a
practical quantum computer.

Introduction to KSI

VALIDATED DIGITAL SIGNATURE
ENCAPSULATED IN KSI CONTAINER

N
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Guardtime | What We Do

Guardtime invented a digital signature and data authentication technology called
Keyless Signature Infrastructure (KSlI).

KSI uses formal mathematical methods to independently authenticate any type of
electronic data, at scale, in real time, without the need of trusted keys, cryptographic
secrets, or credentials that can be compromised.

KSl is a core network technology for cyber security

2 Introduction to Guardtime
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Guardtime

* R&D company, world leader in fundamental and applied research in hash-linking cryptography
* Founded in 2007 in Tallinn, Estonia, offices in Palo Alto and Washington DC

« 27 patents granted or pending

* 69 people, 19 PhD’s in CS and Mathematics

« Customer financed, employee owned

+ Key partners, commercial: Ericsson

* Key partners, government: Estonia, USA

Introduction to Guardtime
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Guardtime | Offices

9 Tallinn, Estonia ge
e Alexandria, Beijing

VA Tokyo

©

Singapore

Palo Alto, CA

Proxy company

e Wholly-owned subsidiary
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Born in Estonia: The World’'s Only True Digital Society

* 100% electronic health records
*  99.8% of electronic banking transactions

*  24% of votes via Internet during last election

«  Over 1,000 other government e-services 4@ EESTI VABARIIK Rl
7 ” ) REPUBLIC OF ESTONIA IDENTITY CARD
accessed using smartcard or mobile 1D % MANNIK ™
MARI-LIIS

. Home of NATO CCDCOEs =2
EST

*  Home of European Union IT Agency 20.02.1973

*  Home of Keyless Signature Infrastructure (KSI)

Introduction to Guardtime
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Technology Developed Based on the Lessons Learned From the

First Nation-State Cyberattack

Russia accused of unleashing cyb
to disable Estonia

- Parliament, ministries, banks, media targeted
- Nato experts sent in to strengthen defences

Ehe New York Times

lan Traynor in Brussels
The Guardian, Thursday 17 May 2007

A three-week wave of massive cyber-attacks on the small B
of Estonia, the first known incidence of such an assault on a
causing alarm across the western alliance, with Nato urgentl
the offensive and its implications.
While Russia and Estonia are embroiled in their worst dispul
collapse of the Soviet Union, a row that erupted at the end @
owver the Estonians' removal of the Bronze Soldier Soviet wa
in central Tallinn, the country has been subjected to a barral
warfare, disabling the websites of government ministries, po
parties, newspapers, banks, and companies.

Nato has dispatched some of its top cyber-terrorism experts
investigate and to help the Estonians beef up their electroni

"Thls is an operational security issue, something we're takin|

....... P P T R v - P R R R T Y S S T

WORLD US. NY./REGION BUSINESS TECHNOLOGY

AFRICA AMERICAS ASIAPACIFIC EUROPE MIDDLE EAST

SCIENCE

HEALTH

SPORTS OPINION

Cyberattack on Estonia stirs fear of 'virtual war'

By Staven Lea Myers
Publizhed: Friday, May 18, 2007

MOSCOW — The computer attac

Russia, first hit the Web site of Est
27, the day the country was mired i
president's site went down, too, an
ministries in a wired country that
and likes to call itself E-stonia.

The

Economist

Cyberwarfare

Then the attacks, coming in waves,
television stations, then schools an
could have economic consegquences.

The attacks have peaked and taper
officials there to declare Estonia t

"If you have a missile attack again
Mikko, a spokesman for the Estoni
Friday. "If the same result is caus
kind of attack?"

Officials in Estonia have accused

T

- ewm " % weoe.w

World politics

Newly nasty

May 24th 2007 | From the print edition

Business & finance Economics

Science & technology

Defences against cyberwarfare are still rudimentary. That's scary

PlLke - 3

Yes—unless the attacks came over the internet. For most governments, defending their
national security against cyberwarfare means keeping hackers out of important governm
computers. Much less thought has been given to the risks posed by large-scale disruptic

W Tweet 0

[

IMAGINE that agents of a hostile power, working in conjunction with organised crime, co
cause huge traffic jams in your country's biggest cities—big enough to paralyse busines:
the media, government and public services, and to cut you off from the world. That woulc
seen as a grave risk to national security, surely?
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A Global Telecom Infrastructure Rollout In Partnership with Ericsson

Bloomberg News Quick Markets Personal Finance RCHN U.S. Politics  Sustainability Luxury Video Radio  Opin

Crocodile in the Yangtze

“TORAY” ‘ ON LIVE TV NOW
|
CLICK FOR EXCLUSIVE CONTENT » |

| MA ZRIALS C'N CHANGE OUR LIVES.

Ericsson Teams With Guardtime in
$69 Billion Data-Safety Market RIA! S
By Adam Ewing  Sep 3, 2014 1:30 PM GMT+0300 0 Comments = Email ©¥ Print c E‘?AN‘ 2

S crcess UR LIV:S.
|

o
0.15  0.16% . CLICK FOR EXCLUSIVE CONTENT » |

©:0:0

HEADLINES
PR vocommonio |
LinkedIn
IPhone 6 Plus Starts to Sell Out in Some
U.S. Stores
1 Fet Mai
) sy . Bill Clinton Connects the Dots of Ebola,
Price chart for ERIC DN LM-B SHS. Click flags for important stories Alibaba and Scotland
Ericsson AB (ERICB), the world's biggest maker of wireless-network equipment, is teaming with Ebola Worst-Case Scenario Has More
security-technology provider Guardtime to improve the safety and transparency of the data Than 500,000 Cases
Introduction to Guardtime transmitted over its systems.

IPhone 6 Plus Starts to Sell Out in Some
U.S. Stores

Guardtime's technology enables real-time governance of networks with the ability to know who is
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Guardtime Team |

Mike Gault |ceo

* PhD in Quantum Computation
+ Kellogg MBA

* Managing Director, Barclays Capital

Introduction to Guardtime

Matthew Johnson |cTo

+ Officer, USAF, OSI
» 15 years experience in cyber security

« MS Information Assurance
(cryptoanalytics)

* SME in Cloud Security, and Active
Defense

Ahto Buldas | chief Scientist

« PhD in Exact sciences

» Chair of Information Security at Tallinn
University

» 30+ scientific publications, 300+
citations

* Young Scientist Award 2002, President
of Estonia
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Guardtime Team |l

James F. Blom |Evp

+ 20 years of experience in corporate and
business development

» Has delivered over $3BN in M&A and new
business contracts

» Previously a founder of S2 Global

Introduction to Guardtime

Minerva Rodriguez | svpEngneering

Principal Engineering Fellow, Raytheon

30 years of experience in engineering
technical leadership

Ken Zatyko | svPProduct Development

Lt Colonel, USAF OSI

Director of Defense Computer Forensics
Laboratory (DCFL) at the Department of
Defense Cyber Crime Center (DC3)

Co-authored Draft NISTIR 8006 Cloud
Computing Forensic Science Challenges

SME in Digital Forensics with over 25 years
of experience, CISSP, CCFP, TS clearance
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Guardtime Team Il

Joseph Carson |wrodaVeegamert

» 20 years of experience in product
management

* Formerly 10 years with Symantec
+ CISSP, Certified Scrum Product Owner

Introduction to Guardtime

Lee Cocking | vP Product Strategy

15 years of experience in mobile security
and intergrity technologies

Formerly 9 years with Blackberry

Jeff Pearce | Diector of IP

25 years of experience handling all aspects
of intellectual property at law firms in Europe
/' US as well as in-house in MNC-s.

Wrote the key patents for VMware’s virtual
machine technology.

MS in Aeronautical Engineering, JD from
UCLA School of Law.
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Guardtime Team IV

Nicholas Child | Security Solutions Architect HEMa Krishnamurhty | VP of R&D

* Previously worked in the S| Architecture
team at Raytheon

» 20 years of experience in software
development and architecture

* BSin Computer Science

Introduction to Guardtime

15 years of experience in cyber security
industry

Contributor to standards specifications
(USAF Common Interface to Cryptographic
Modules (CICM), NISTIR 7628 - Guidelines
for Smart Grid Cyber Security)

MS in Computer Science

David Hamilton | senior Advisor

Colonel, USAF (retired)

Former Director of the Rapid Capabilities
Office, US Department of Defence

27 years in uniform, 11 years of experience
with the US Department of Defence
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Core Cluster

The Core is a
geographically
distributed cluster,
which:

* Receives multiple versions of the
Global Aggregation Hash Tree

» Cooperatively combines them into a
single Root Hash Value

» Computes and stores a new leaf for
the Global Calendar Hash Tree.

« Returns the result to the Verification
network for distribution.

14 Introduction to Guardtime
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Aggregation

Aggregators form a
network, which:

« collects signing requests,
* aggregates them into the hash tree,

« delivers top of the hash tree to Core
cluster,

* returns signature token data to all
customers, so that each customer
receives the data necessary for
verifying if particular signature
belongs to the global hash tree.

15 Introduction to Guardtime
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Gateway

The Guardtime Gateway
IS a customer-facing
server component which
delivers the KSI service
to client applications.

The Gateway provides two
services:

1. Signing

2. Verification access

16 Introduction to Guardtime
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Guardtime Product Summaries

INFRASTRUCTURE

CORE CALENDAR

Global Timekeeping Component of the KSI
Stack, which adds Time Signature to
Aggregation Signatures

AGGREGATOR

Global Network Aggregating Signature
Evidence from Telcos, Operators,
Enterprises

VIDERI KSI Appliance

The hardware or software appliance
offers the easiest and most efficient way to
deploy KSI in enterprise environment

VIDERI is the fundemental component
required for a customer to access the KSI
Service or utilize KSl-related applications

Introduction to Guardtime

SOFTWARE

GuardView

With GuardView, Customers can
deploy and manage KSI insights within
any network framework.

GuardView ANS
Pre-packaged KSI Integrated Data
Center

GuardView SOC
KSl-enabled Security Operations Center

GuardView Forensics

KSl-enabled Forensics Collection and
Analysis for Audit & Compliance and
Investigations Support

APl & SDK
Integration Components Necessary for
Any Application Integration

TRAINING & CERTIFICATION

GuardView

Real-time monitoring, analyzing and
reporting on infrastructure components
and data assets.

GuardView ANS
Pre-packaged KSI Integrated Data
Center

GuardView SOC
KSl-enabled Security Operations Center

GuardView Forensics

KSl-enabled Forensics Collection and
Analysis for Audit & Compliance and
Investigations Support
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KSI Products: Guardtime Product Family

Product Features and Benefits mmce GuardViewSvT
KSI infrastructure service access ° °
Advanced real-time monitoring ° °
Executive dashboards ° °
Reporting ° °
Data assurance across private & public cloud ° °
Forensic auditability

Real-Time Verification ° °
Database, M2M and Virtual Infrastructure Modules

Real-time chain-of-custody and integrity

SOC Connector and Integration

KSI Data Center

KSI SDK’s* SVT SDK*

Introduction to Guardtime

GuardSHELD

Custom*

R
[} [ J [ J
[ ] [ ] [ ]
[ ] [ ] [ ]
[ ] [ ] [ ]
[ ] [ ] [ ]
[ ] [ ] [ ]
[ ] [ ] [ ]
[ ] [ ] [ ]
[ ] [ ] [ ]

[ ] [ ]
[ ]
[ ] [ ]

*SDK'’s available for Integration into any Application
*Custom Includes professional services for API Integration
*SVT SDK Software Verification Toolkit SDK
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Guardtime: The Leading Technology Company in Estonia

In October 14, 2014 Guardtime was recognized as the number one technology company in Estonia by business
newspaper Aripaev.

Our mission: to validate the world’s information and make it
universally governable

19 Introduction to Guardtime
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Thank You!

Email: info@guardtime.com
LinkedIN: linkedin.com/company/guardtime
Twitter: twitter.com/guardtime
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KSI for Cloud
Forensics








guardtime =

Forensic Auditability VETWORK

e
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0110110001100001011011100
J101101001011011100010000001
01001100101011011100110001101100101001
01000110100101101110011000010111010001
00000011011110110001001110011011001010
11001001100001011010010110111000100000
'101001011011100111010001100101011100
110011100100000011011110110011001100
1101110011001110010110101110010011"
11010000111010000100000011011000°
'1001110010000001110100011010°0

Forensic auditability is the ability to ;
conduct an audit with forensic quality AN
i.e. the audit would be considered
forensically sound and admissible as Bl

o

.v1100001011100
.J011011101000110
»110001101110100001
J0011010000110010100
,001001100101001000000
»10000001101001011100110
0110110001100001011011100
J101101001011011100010000001

»1000000110100101110011
0110110001100001011011100
J101101001011011100010000001

legal evidence.

For digital networks the implication that any event on
those networks can be captured in such a way that it
can be assured of being accepted as legal evidence
l.e. the verification of that event can happen
Independently from the people presenting the
evidence.

KSI for Cloud Forensics
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MACHINE 1
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MACHINE 2

ENTIRE SEQUENCE OF EVENTS IS
ADMISSIBLE AS EVIDENCE
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Cloud Forensics - Event & Transaction Integrity

KSI establishes accountability for
Cloud events, enabling a specific
Cloud event to be presented as

forensic evidence along with a proof e IR < 5 6 supertes. 6uet) OI0( [ = Asutiibhpsiesiioting 1 6 { 4 Auibyias | 65 Mod AHNBAA/ 194
. . . . . 13 o SIGNED BY 17 1 & wmarted B L LOt AN} SO TS sad for L »

Of the entlre Iog flle Integrlty, Whlle 14 = | KEYLESS SIGNATURE 203 1¢C swported mauncio  TTYeptyw]l | PD/Metcirsiog d | USERroot | COMMAND «/usribnviiliall kmysgladmen

keeping all other events in T

Confidence- Z:l - a: r 11 s \ pened e W -

Unified timeline analysis is finally o e mrmsmnsrirensnyiis st i SRR

possible despite geographic & e g : et et .

regional separation of cloud assets. S | R PO i

NISTIR 8006 — KSI Addresses over e el e e —

60% of the 65 unigue Issues
highlighted by the NIST for Cloud
Forensics and Investigations

KSI for Cloud Forensics
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Introduction to KSI for Logging

Log records used as evidence XX Tosged on From oo

YYY logged on from yyy

 Availability XXX transfer of $$$ to AAA
_ YYY transfer of $$$ to BBB

* Integrity XXX transfer of $$$ to CCC

. . YYY logged off
Authenticity XXX session timed out

Provable integrity and authenticity For example, in a dispute with customer XXX,

. Confidentiality the bank may not be allowed to show the full log,
. Can't sign the log file as a blob since it also contains transactions of an unrelated
customer YYY.

KSI for Cloud Forensics







guardtime =

Design Goals

The integrity of the whole log can be verified

 No records could be added, DELETED, or
altered without being detected

The integrity of any record can be proven In isolation

»  Without leaking any information about the contents of
any other records in the log

The signing process is efficient in both time and space

 |deally, a small constant per-record processing
overhead and a small constant per-log
storage overhead

KSI for Cloud Forensics

The extraction process Is efficient in both
time and space

 ldeally, a small constant-sized proof of integrity can
be extracted for any record In time sub-linear in the
size of the log

The verification process is efficient in time

 ldeally, it should be running in time linear in the size
of the data to be verified, whether verifying the whole
log or a single record
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Possible Signing Schemes

Sign each record separately Sign whole log as a unit
* Very high overhead * Very low overhead
* No protection from deletions * NoO extraction

6 KSI for Cloud Forensics
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Possible Signing Schemes

Hash each record, sign hashes Hash each record, chain hashes,

* Low overhead per log SIgn last hash

* High overhead per extracted record » Low overhead per log

* High overhead per extracted record

7 KSI for Cloud Forensics
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Possible Signing Schemes

Build hash tree, sign root hash

* Low overhead per log
* Low overhead per extracted record

8 KSI for Cloud Forensics
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Hash Trees

Binary tree of hash
values

* Input hash values In leaves ‘
- Each parent is the hash of the /
concatenation of the child values I :

® o o

/N
P00«

O
/N
00

KSI for Cloud Forensics
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Hash Chains

Proof of participation of
a leaf in the tree

* Re-computation of the values on
the path from the leaf to the root

* Needs only the sibling values
and concatenation order, taking
log,(N) steps for N leaves

O
‘/

AN

10 KSI for Cloud Forensics
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Low-Entropy Inputs

Normally a hash function
IS one-way, can't be
reversed

* But log records may contain
Insufficient entropy

» Hash values in the chain for one
record may be used to attack
neighboring ones

KSI for Cloud Forensics
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Blinding Masks

Blinding masks can be used
to prevent leakage, but

1. Generating random
values Is computationally
expensive

2. The masks would have
to be stored in order to
verify records later

KSI for Cloud Forensics
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Improved Blinding Masks

One random value can be
used to produce all
masks

* When using appropriate data
structures, they can be as secure
as Independently generated
masks

* We have formal security proof for
this structure

KSI for Cloud Forensics
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How to Use KSI In rsyslog

Specify signing action in /etc/rsyslog.conf

For example

*.info /var/log/messages

which iIs a shorthand for

*.info action(type="omfile"
file="/var/log/messages™)

becomes

*.info action(type="omfile"
file="/var/log/messages”
sig.provider="gt")

Signatures for /var/log/messages will go to
/var/log/messages.gtsig

KSI for Cloud Forensics

Verify signed logs with rsgtutil
rsgtutil --verify /var/log/messages

* Note that verification Is not reliable while the log Is

being written to; close or rotate the log file before
verification

Extract and verify hash chains for individual records or
record sets

* Tools for this are currently in development
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Conclusion

* By Integrating KSI Into infrastructure logging daemons forensics Is native to the cloud I.e. the
evidence Is pre-prepared without the need for imaging tools.

» Evidence Is portable across service providers and independently verifiable — there is no root of
trust; instead a decentralized block chain for verification.

» Using blinding masks, KSI can be securely implemented without leaking even low-entropy log
entries. Individual events can be presented as evidence with mathematical proof without
exposing other events.

15 KSI for Cloud Forensics
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Major NIST Challenges KSI addresses

» Challenge #43 — Root of trust: Trust authorities can be eliminated; instead a decentralized block
chain can be used for verification — by anyone.

« Challenge #51 — E-discovery: Forensics Is native, a first class citizen with a signature per event
and digital asset providing mathematically provable evidence.

» Challenge #18 — Lack of transparency: Complete transparency and accountability Is
achievable. Dynamic attestation on the state of infrastructure and events in the cloud with real-

time alerting in the event of a change.

» Challenge #1 — Deletion in the cloud: Deletion of digital assets and events can be detected In
real-time with integrity instrumentation. Assets can be recovered to a clean state.

KSI for Cloud Forensics
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Further Reading

Native Forensics, Integrity Instrumentation and Breach Management

http://quardtime.com/blog/native-forensics-integrity-instrumentation-and-breach-management

Google Subrogation and Data Residency

http://quardtime.com/blog/google-subrogation-and-cloud-data-residency

Data Poisoning

http://quardtime.com/blog/data-poisoning

Containerization, Security and Trust Models

http://quardtime.com/blog/in-docker-we-trust-containerization-security-and-trust-models

17 KSI for Cloud Forensics
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Thank You!

Email: info@qguardtime.com
LinkedIN: linkedin.com/company/quardtime

Twitter: twitter.com/quardtime
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From: lorga, Michaela

Sent: Tuesday, January 5, 2016 11:30 AM
To: Chen, Lily

Subject: Keyless signature infrastructure

Lily,
Happy New Year to you!

| saw an article today that made me think that | should share it with you and ask if you think
NIST should look into Keyless Signature Infrastructure (KSI) - a block chain technology that provides
massive-scale data authentication without reliance on centralized trust authorities. If defense agency are
interested, maybe federal gov agency at large could use it too if NIST approves it. Please see some
information below. The company was at NIST and presented their work more than a year ago.
http.//www.ibtimes.co.uk/security-firm-guardtime-courting-governments-banks-keyless-blockchain-
1535835

Security firm Guardtime
courting governments and
banks ...

(] www.ibtimes.co.uk
|-

Guardtime is a cyber-security provider that
uses blockchain systems to ensure the
integrity of data. It most recently applied its
technology to protect the UK's ...

Michaela
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