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High-level description: SIDH 

(Supersingular Isogeny Diffie-Hellman)

 Isogeny graph

 Vertices: Elliptic curves

 Edges: Isogenies 

(maps from one curve to another)

 Claim: Given two curves E and E’, finding an isogeny between them is hard

 Like computing discrete logs, but in a graph rather than a group



High-level description: SIDH 

(Supersingular Isogeny Diffie-Hellman)

 Isogenies

 Supersingular vs ordinary

 Let A be a ring, and a finite-dimensional algebra over Q. Let O be a sub-ring of A. 

 O is an order iff O is a Z-lattice in A, and the span of O (over Q) is A

De Feo, Jao, Plut (2011) https://eprint.iacr.org/2011/506

https://eprint.iacr.org/2011/506


High-level description: SIDH 

(Supersingular Isogeny Diffie-Hellman)

 Isogeny classes

 Isogeny f and dual isogeny f’ satisfy f ◦ f’ = [n], 
where [n] is the isogeny that maps e to ne (multiplication by n)

 Note: isogenies and isomorphisms are different things. 
Roughly speaking, an isomorphism is an isogeny of degree 1.
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High-level description: SIDH 

(Supersingular Isogeny Diffie-Hellman)

 Claim: Given two curves E and E’, finding an isogeny between them is hard

 Like computing discrete logs, but in a graph rather than a group

 However, the graph has algebraic structure, which we need to use

 How to compute an isogeny?

 Make Alice and Bob’s operations “commute,” to do key exchange

 Reveal some extra information (torsion points)

 Cryptanalysis: torsion-point attacks

 Quantum cryptanalysis? (ordinary vs supersingular curves)



 Specifying and computing isogenies, using their kernels

 “Points of smooth order” => l-torsion group, where l is smooth and composite

High-level description: SIDH 

(Supersingular Isogeny Diffie-Hellman)



 Making Alice and Bob’s operations “commute”

 Let R be in the torsion group E[l1]

 Let S be in the torsion group E[l2]

 Knowing 𝜓 and E/<S>, want to compute E/<S,R>

 Need a hint: the action of 𝜙 on E[l1]. This lets us compute 𝜓′

 Knowing 𝜙 and E/<R>, want to compute E/<S,R>

 Need a hint: the action of 𝜓 on E[l2]. This lets us compute 𝜙′

 Note: For security, need gcd(l1,l2) = 1

High-level description: SIDH 

(Supersingular Isogeny Diffie-Hellman)



High-level description: SIDH 

(Supersingular Isogeny Diffie-Hellman)



Proposed standard: SIKE 

(Supersingular Isogeny Key Encapsulation)

 Implementation details:

 Montgomery curves

 Torsion groups E[2e] and E[3e’]

 Clever algorithms for elliptic curves (https://eprint.iacr.org/2016/413)

 Public key compression: 41% shorter, somewhat slower, not compatible with 

uncompressed scheme (https://eprint.iacr.org/2019/499)

 Public key encryption, w/ CPA security

 Key encapsulation, w/ CCA security (decaps() does re-encryption)

Jao et al (2020) https://sike.org/files/SIDH-spec.pdf

https://eprint.iacr.org/2016/413
https://eprint.iacr.org/2019/499
https://sike.org/files/SIDH-spec.pdf




SIKE implementations: short keys, 

slow computation



Note: 

Reference 

implement

ation was 

~15x slower

Hand-

optimized 

assembly 

code is 

~10x faster





Running on 

ARM Cortex-M4 

w/o assembly 

code is way 

too slow!



SIKE implementations: more recent work

 Faster algorithms for compressed SIKE

 More recent implementations using RISC-V processors, FPGAs

 List of publications at https://sike.org/

https://sike.org/


Security strength (1)

 (Supersingular) isogeny walk problem

 Meet-in-the-middle algorithm

 Quantum and classical algorithms for finding claws and collisions

 Recent work: accounting for the cost of memory (Jaques and Schanck (2019), 

https://eprint.iacr.org/2019/103)

 However, breaking SIKE could be strictly easier than this problem, 

because SIKE has public torsion-point information

 Recent work: torsion-point attacks, affecting variants of SIKE (but not SIKE itself) 

(de Quehen et al (2021), https://eprint.iacr.org/2020/633)

https://eprint.iacr.org/2019/103
https://eprint.iacr.org/2020/633


Security strength (2)

 Quantum attacks

 For ordinary elliptic curves, can find isogenies in quantum subexponential time 
(Childs et al (2010), https://arxiv.org/abs/1012.4019)

 For supersingular elliptic curves, this attack fails, b/c endomorphism ring is non-
commutative

 But, for supersingular curves, a variant of this attack is possible, using torsion-
point information. This affects variants of SIKE (but not SIKE itself) (Kutas et al 
(2021), https://eprint.iacr.org/2021/282)

 Algorithms/complexity/number theory questions

 Deuring correspondence: supersingular curves → maximal orders in quaternion 
algebra (non-constructive)

 KLPT algorithm solves the quaternion analogue of the isogeny path problem (Kohel
et al (2014), https://eprint.iacr.org/2014/505)

 Reductions between path-finding, and computing the endomorphism ring 
(Eisentraeger et al (2018), https://eprint.iacr.org/2018/371)

https://arxiv.org/abs/1012.4019
https://eprint.iacr.org/2021/282
https://eprint.iacr.org/2014/505
https://eprint.iacr.org/2018/371


Security strength (3)

 Active attacks, side-channel attacks, fault attacks, etc.

 Early work: Galbraith et al (2016), https://eprint.iacr.org/2016/859

 Many more recent results, see list: https://sike.org/

 Need to use the KEM version of SIKE, which is CCA-secure

 Need to protect against side-channels, using tricks that are (mostly?) standard in 

elliptic curve crypto

 Security proof: see Hofheinz et al (2017), https://eprint.iacr.org/2017/604

https://eprint.iacr.org/2016/859
https://sike.org/
https://eprint.iacr.org/2017/604




Summary

 Keys are very small

 To make it run fast, and protect against side-channel attacks, 

need non-trivial algorithms and assembly code

 Build on past experience with elliptic curve crypto

 (Remark: the arguments for SIKE are somewhat analogous to those for Falcon)

 Interesting possibility: SIKE+ECDH hybrids

 Security is not completely understood?

 Torsion-point attacks on variants of SIKE: these seem both new and fundamental? 

https://eprint.iacr.org/2020/633 , https://eprint.iacr.org/2021/282

 Currently, these attacks don’t affect SIKE. If they do in the future, there are 

plausible countermeasures: Costello (2021), https://eprint.iacr.org/2021/543

https://eprint.iacr.org/2020/633
https://eprint.iacr.org/2021/282
https://eprint.iacr.org/2021/543

