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NTRU Prime – “Design Philosophy”

 https://ntruprime.cr.yp.to/ (version 2021.01.14)

Comment:

Some of these 

design choices 

can both help 

and hurt 

security… 

Meta-comment:

Different ways to 

define and analyze the 

“attack surface”

Security reductions, 

security proofs

Taxonomies of possible 

attacks and counter-

measures

Two options: 

Streamlined NTRU Prime

NTRU LPRime

https://ntruprime.cr.yp.to/


NTRU Prime - Security

 Big picture: Choice of the ring: Zq[x] / (xp - x – 1)

 Contrast with cyclotomic rings, which have more known attacks (but also 

easier to analyze)

 [CDW17] Cramer, Ducas and Wesolowski, “Short Stickelberger Class Relations and 

application to Ideal-SVP,” https://eprint.iacr.org/2016/885

 [DPW19] Ducas, Plancon and Wesolowski, “On the Shortness of Vectors to be found 

by the Ideal-SVP Quantum Algorithm,” https://eprint.iacr.org/2019/234

 Claim: Quantum algorithm has approx. ratio exp(O~(√n)), which is good 

asymptotically, but doesn’t beat LLL/BKZ algorithms on instances that we care 

about

 S-unit attacks? We’ll discuss this later…

https://eprint.iacr.org/2016/885
https://eprint.iacr.org/2019/234


NTRU Prime – “Risks”

 https://ntruprime.cr.yp.to/warnings.html

(version 2021.10.31)

Comments:

Some of these risks are 

larger than others

Some of these risks can 

be mitigated easily, 

some cannot 

This table does not 

include all possible 

risks to PQC

https://ntruprime.cr.yp.to/warnings.html


“The Case for NTRU Prime”
 https://ntruprime.cr.yp.to/nist/ntruprime-20201007.pdf

 Originally claimed advantages in both security and performance

 But, had to add larger/slower parameter sets in rounds 2 and 3

 Recent arguments in favor of NTRU Prime put more emphasis on security

https://ntruprime.cr.yp.to/nist/ntruprime-20201007.pdf


NTRU Prime – Parameter Sets

 Estimates of security strength have changed quite a bit, see table

 Why? Mistakes, confusion about NIST security categories, recent research progress

 We should probably do a more detailed comparison of security/performance 

with NTRU, Kyber, Saber…

Parameter set Round 1 Round 2 Round 3

sntrup653 Category 2 Category 1

sntrup761 

(sntrup4591761)

Category 5 Category 3 Category 2

sntrup857 Category 4 Category 3 or 2*

sntrup953 Category 4 or 3*

sntrup1013 Category 4

sntrup1277 Category 5

https://ntruprime.cr.yp.to/nist.html (version 2020.10.31)

* See “Bulletproofing 

strategies #1 and #2,” 

reverse-engineering 

the NIST security 

categories, 

https://ntruprime.cr.

yp.to/nist/ntruprime-

20201007.pdf

https://ntruprime.cr.yp.to/nist.html
https://ntruprime.cr.yp.to/nist/ntruprime-20201007.pdf


“The Case for NTRU Prime”
 https://ntruprime.cr.yp.to/latticerisks-20211031.pdf (version 2021.10.31)

Comments:

The case for NTRU 

Prime is based on 

security, not 

performance

Most of the evidence is 

negative (i.e., against 

Kyber and Saber, rather 

than for NTRU Prime)

If we standardize Kyber

or Saber, we should 

address these 

criticisms in our report

Small differences

(but can be important?)

https://ntruprime.cr.yp.to/latticerisks-20211031.pdf


“Fitting a public key into a single packet”

https://ntruprime.cr.yp.to/nist/ntruprime-20201007.pdf

Question: How important is this?

https://ntruprime.cr.yp.to/nist/ntruprime-20201007.pdf


NTRU Prime - Implementations

https://ntruprime.cr.yp.to/software.html (version 2021.06.03)

https://ntruprime.cr.yp.to/software.html


Software 

verification

https://cr.yp.to/talks/2021.09.03/slides-djb-20210903-saferewrite-4x3.pdf

https://cr.yp.to/talks/2021.09.03/slides-djb-20210903-saferewrite-4x3.pdf


NTRU Prime - Performance

https://ntruprime.cr.yp.to/speed.html (version 2021.06.04)

https://ntruprime.cr.yp.to/speed.html


NTRU Prime - Performance

 Strategies to improve performance: FPGAs, batch key generation

https://ntruprime.cr.yp.to/papers.html (version 2021.10.28)

https://ntruprime.cr.yp.to/papers.html


NTRU Prime – “Official Comments”

 NTRU Prime team: Complaint that NIST has not specified a metric for 
estimating costs of attacks, leading to incorrect estimates of security strength 
for Kyber, NTRU Prime, etc.

 NTRU Prime team: Complaint that NIST evaluations are biased against NTRU 
Prime

 D. Bernstein: Announcement of “saferewrite” tool for software verification

 D. Bernstein: Complaint of misconduct by D. Apon (17 pages)

 C. Peikert: Complaint that NTRU Prime FAQ makes misleading statements 
about patents

 D. Bernstein: Complaint that NIST has been discouraging public discussion of 
patent issues

 D. Moody: NIST position regarding bad behavior on the PQC Forum

 Followed by more bad behavior on the PQC Forum

 NTRU Prime team: Announcement on “Risks of lattice KEMs” (99 pages)



Let’s take a short break…

This Photo by Unknown Author is licensed under CC BY-SA

https://thirdestatesundayreview.blogspot.com/2017/03/who-doesnt-love-puppies.html
https://creativecommons.org/licenses/by-sa/3.0/


S-unit Attacks

 Folklore? (see, e.g., emails by Dan Bernstein, circa 2016)

 Given an ideal I, find an element g of I, then find an S-unit u such that gu is short

 Rigorous analysis by Pellet-Mary et al ([PHS19]: https://eprint.iacr.org/2019/215)

 Using the log-S-unit lattice; some details seem awkward or sub-optimal

 Improved by Bernard and Roux-Langlois ([BR20]: https://eprint.iacr.org/2020/1081)

 Nicer variant of log-S-unit lattice; numerics suggest it finds shorter vectors; easier to read

 Further improvements by Bernard et al ([BLNR21]: https://eprint.iacr.org/2021/1384)

 Dan Bernstein (2021): Conjecture that S-unit attacks can do much better 
(https://cr.yp.to/talks/2021.08.20/slides-djb-20210820-sunitattacks-4x3.pdf)

 Limited evidence for this conjecture; hard to see asymptotic scaling from numerics

 Preprint ([BL21]: https://eprint.iacr.org/2021/1428) claims that the analysis by [PHS19], 
applying the Gaussian heuristic to the log-unit lattice, is not accurate

 Also thinks the [BR20] algorithm is better than [PHS19]; thinks they should have cited him

https://eprint.iacr.org/2019/215
https://eprint.iacr.org/2020/1081
https://eprint.iacr.org/2021/1384
https://cr.yp.to/talks/2021.08.20/slides-djb-20210820-sunitattacks-4x3.pdf
https://eprint.iacr.org/2021/1428


Note: this is P, 

not B

Idea: α is a 
unit modulo 
the pi

[PHS19] version of the log-S-unit lattice



[PHS19] version of 

the log-S-unit lattice



[PHS19] and [BR20] 

versions of the 

log-S-unit lattice



[BR20] and [BL21] versions of the log map

Note: #(R/P) = 

infinity? Should 

be the algebraic 

norm N(P)?



Numerical results 

from [BR20]

Questions:

What is the 

asymptotic scaling 

of this attack? 

Does this affect 

our concrete 

security estimates?

For comparison, 

LLL has approx. 

ratio ~ 1.022n

LLL wins, until n 

gets large



Numerical results 

from [BR20]

Question:

Any difference b/w 

cyclotomic and 

NTRU Prime fields?



Numerical results from [BLNR21] Blue and gold 

dots are weaker 

versions of the 

Twisted-PHS 

algorithm

LLL has approx. 

ratio ~ 1.022n

Purple dots are 

the full version of 

Twisted-PHS

BKZ80 has approx. 

ratio ~ 1.01n



For comparison: 

older q. algorithm 

for Ideal-SVP 

(using units, not 

S-units) [DPW19] 

 Root Hermite factor 

delta = eta^(1/n)

~ (approx. ratio)^(1/n)

 Q. algorithm has 

delta = exp(O~(1/√n)) 

→ 1 + O~(1/√n)

 Graph revised in Aug. 

2021, fixing mistake 

found by D. Bernstein

 Where does Twisted-PHS 

lie on this graph?



What is the asymptotic scaling of these 

S-unit attacks?

 [PHS19] wanted to show an upper-bound (i.e., given subexponential computing 

resources, S-unit attacks succeed)

 Made some heuristic assumptions, including Gaussian heuristic

 Subsequent arguments: how tight is this upper-bound? (i.e., could S-unit 

attacks perform better than what [PHS19] showed?)

 Folklore: for random lattices, the Gaussian heuristic is pretty close to reality

 Caveat: log-unit lattice has some special features that don’t look random

 Caveat: Gaussian heuristic can be used to predict many properties of a lattice, 

and some of these predictions are more robust than others



Assumptions used in [PHS19]



[BL21]: Examples of how the Gaussian 

heuristic fails on log-S-unit lattices

Question: 

Do any of the examples 

in [BL21] disprove any 

of the assumptions 

made in [PHS19]?



[BL21]: Examples of how the Gaussian 

heuristic fails on log-S-unit lattices

Question: 

Do any of the examples 

in [BL21] disprove any 

of the assumptions 

made in [PHS19]?



[BL21]: Examples of how the Gaussian 

heuristic fails on log-S-unit lattices

Question: 

Do any of the examples 

in [BL21] disprove any 

of the assumptions 

made in [PHS19]?



Question: 

Do any of the examples 

in [BL21] disprove any 

of the assumptions 

made in [PHS19]?

[BL21]: Examples of how the Gaussian heuristic fails on log-S-unit lattices



S-unit Attacks

 Take-away message: we are starting to understand these attacks?

 Bernard and Roux-Langlois ([BR20]: https://eprint.iacr.org/2020/1081)

 Bernard et al ([BLNR21]: https://eprint.iacr.org/2021/1384)

https://eprint.iacr.org/2020/1081
https://eprint.iacr.org/2021/1384

