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1.2 Finite fields

For any n, there is a unique field of 2" elements Fyn.
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1.3 Building a one-way function

Consider the function

@) ) ="

(with 1 < 6 < n).




The Matsumoto-Imai Scheme

1.4 The Matsuomoto-Imai Scheme

. 0
Obscure the inverse of z — 11277




The Matsumoto-Imai Scheme
F(z) = M7Y(L(z)+?)




The Larger Picture

A multivariate public key crypto scheme is a function on F}* of the
form

G(x) = AoBo((x)
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Encryption: ¢ := G(x).
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2.2 Groebner bases - a general attack
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In the multivariate case, this is harder: leading terms may be
incomparable.




The Larger Picture

Look at the ideal generated by the leading terms of fi,..., f,
(under some appropriate monomial ordering).
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The Larger Picture

Look at the ideal generated by the leading terms of fi,..., f,
(under some appropriate monomial ordering).

fi = a:?:c% -+ :c% + x129 + 4.
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The Larger Picture

Look at the ideal generated by the leading terms of f,..., f,
(under some appropriate monomial ordering).

fi = zizi 4+ 27+ 2179 + 4.
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The Larger Picture

If we can find n elements in the ideal (fi,..., f,) whose leading
terms are x1,...,Z,, respectively, we are done.
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The Larger Picture

Buchberger’s algorithm: Apply a process (like in single-variable
case) to iteratively enlarge the ideal of leading coefficients until it is
maximal. (I.e., compute a Groebner basis.)
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The M-I Scheme: A Specific Attack

3.1 Linearizing
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29 +1
Yy=2x




The M-I Scheme: A Specific Attack

Why this is bad news: The adversary knows (in some cases)
that there exists a bilinear function B such that

B(z,F(x)) = 0

for all z and B(:,y) = 0 always has a unique solution.




The M-I Scheme: A Specific Attack

Moral: When there’s too much structure in the intermediate
function, we leave the door open for an attack.
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