


The Basics
• It’s a public key encryption scheme and a key 

encapsulation scheme.

• It’s a lattice-based scheme that exploits LWE (Learning 
with Errors) and LWR (Learning with Rounding).  

• It has IND-CPA (chosen plaintext attack) and IND-CCA2 
(adaptive chosen ciphertext attack) versions.





Learning With Errors



Learning With Errors



Learning With Errors
LWE is at least as hard as determining the length of the 
shortest vector in a lattice.



Encryption with LWE
Suppose Alice has access to a black box that generates LWE 
samples.

Message: M (one bit) Private key: s

(a, b := a ● s + e)

(a, (Mq/2) + b )



Encryption with LWE
Bob can approximately determine b, and therefore 
determine m.  But, to everyone else the msg. looks random.

Message: M (one bit) Private key: s

(a, b := a ● s + e)

(a, (Mq/2) + b )



How does Alice generate LWE samples?

Public
key

Alice adds & subtracts random equations from this system to 
get a new equation.

⨉ 0
⨉ (-1)
⨉ 0
⨉ (+1)
⨉ 0
⨉ 0

⨉ (-1)
b = a ● s + e

(unknown)
Gaussian in Zq



Encryption with LWE
The linear combination of equations from the public key 
gives Alice an equation she can use for the transmission.

Message: M (one bit)
Public key: {ai}, {bi}

Private key: s

(a, (Mq/2) + b )



Alternatively …

Public
key

The public key can consist of equations with different s’s.

⨉ 0
⨉ (-1)
⨉ 0
⨉ (+1)
⨉ 0
⨉ 0

⨉ (-1)



Alternatively …

Public
key

The public key can consist of equations with different s’s.

⨉ 0
⨉ (-1)
⨉ 0
⨉ (+1)
⨉ 0
⨉ 0

⨉ (-1)



A Hypothetical Protocol

Message: M (one bit)Private key: S in Zn⨉m

Public key: B = AS + E

q

Bob computes a uniformly random matrix A, and sends AS + E.



A Hypothetical Protocol
Bob computes a uniformly random matrix A, and sends AS + E.
Alice sends back her encryption of M.
Bob computes S⏉A⏉r B⏉r, and recovers M.

Message: M (one bit)
Mask vector: r in {-1, 0, 1}mPrivate key: S in Zn⨉m

Public key: B = AS + E

q

(A⏉r, (mq/2) + B⏉ r)





Learning With Rounding (LWR)



Vectors with entries 
in {-1, 0, 1} 

Discrete Gaussian



Vectors with entries 
in {-1, 0, 1} 



Protocols in Polynomial Rings
The protocols

RLizard.CPA.KeyGen
RLizard.CPA.Enc
RLizard.CPA.Dec

are similar, except that that the matrices are restricted to

(which is a subring of              .)  



IND-CCA2 Protocols
A random bit string 
is used both to pad 
the message, and to 
choose r.

Possible parameters:
q = 2048                     d = 384              m = 1024  
p = 512                        n = 816              ell = 384





Security Proofs
The authors prove that the original protocol is IND-CPA secure, 
under the assumption that both LWE and LWR distributions are 
indistinguishable from random.

Idea (?): Replacing the public key and the ciphertext with a 
random string makes only a negligible amount of difference, so 
an adversary can get only a negligible amount of information 
from both.



Key & Message Sizes



Performance



Hardware Implementation?



Claimed Advantages
The protocol is efficient in cases where the message space is 
small (e.g., 32 bits)?

Because of the structure of the encryption, a receiver can ”add” 
plaintexts without decrypting them (i.e., limited homomorphic 
encryption).




