


The Basics
• It’s a public key encryption (and key encapsulation) 

scheme.

• HQC = “Hamming Quasi-Cyclic.”  The scheme is based on 
the hardness of decoding quasi-cyclic codes.  It’s proved 
to be IND-CPA.





Translation-invariant codes



Translation-invariant codes



Translation-invariant codes
The following case (s = 2) is important.



The 2-DQCSD Problem
DQCSD = Decision Quasi-Cyclic code Syndrome Decoding

(More generally, there is an s-DQCSD Problem for s = 2, 3, 4, … .)





Public-Key Encryption with QC codes

Encrypted message

Public key

k = message length, n = output length parameter.
Alice fixes a (known) efficiently decodable [n,k] code with 
generator matrix G.
Alice chooses a random degree <= n polynomial h (i.e., a 
random QC code of index 2).

G, h G, h

(G is the BCH code tensored with the repetition code?)



Public-Key Encryption with QC codes

Encrypted message

Public key

Encrypted message will be encoded with both G and h, but to 
Alice it will appear to have only been encoded with G.

G, h G, h



Public-Key Encryption with QC codes

Encrypted message

Public key

1. Alice chooses two low-Hamming weight polynomials x,y
of degree n.

2. Alice sends s := x + hy to Bob.  (Public key.)

G, h, x, y G, h, x + hy

(All arithmetic is mod 2 and mod (X^n – 1).)



Public-Key Encryption with QC codes

Encrypted message

Public key

3. Let m = Bob’s message (k bits).  Bob computes mG.
4. Bob computes low-Hamming weight e, r1, r2, and sends

u := r1 + hr2 and          v := mG + sr2 + e
to Alice.
5. Alice computes v – uy, which is (mG + noise).
6. She decodes m.

G, h, x, y G, h, x + hy



Public-Key Encryption with QC codes

Encrypted message

Public key

Critical observation: What remains after step 5 is
(mG) + e’

where
e’ = [x r1 + r2 y + e ].

All of terms on the right are low Hamming weight, so e’ is low 
Hamming weight.

G, h, x, y G, h, x + hy





IND-CPA Guessing Game

Public key

Two plaintexts m0, m1

Suppose that the adversary has an algorithm that successfully 
guess i.
The user changes the game by instead choosing various data (s, 
r1,r2 , e) completely at random.
By hardness assumption, the adversary can’t tell the difference.

Encryption of mi, for i =0 or i = 1. 



IND-CPA Guessing Game

Public key

Two plaintexts m0, m1

Lastly, the user changes her choice of i.  Now (because of random 
choices) the adversary can’t tell that this change was made.
Contradiction.
Based on hardness of 2-DQCSD and 3-DQCSD.

Encryption of mi, for i =0 or i = 1. 





Parameters
Encryption size parameter

Message size
Hamming weight parameters

Decryption
Failure
probability



Performance



Advantages & Limitations
• Reduction to well-studied problem (syndrome decoding).

• Simple protocol.

• Encrypted messages are long.




