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The Protocol
Basic LWE assumption: Suppose that A is a random
m x n matrix, S is a random n x p matrix, and

B = AS + E,
where E is Gaussian.  Then, given A, the matrix B is 
indistinguishable from random.
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Gaussian

This is “normal form” LWE.



The Protocol

A and B (:= AS + E), A, B, S

Suppose that Bob has a message µ.
He encodes it into the most significant bits of the entries 
of a matrix M.
He generates two new LWE samples (one from A, one from 
B) and adds M to the 2nd one.

S’A + E’
S’B + E’’ + M



The Protocol

A and B (:= AS + E), A, B, S

Alice can now decode (provided that the errors introduced 
by the Gaussian matrices didn’t confuse the message).

S’A + E’
S’B + E’’ + M



The Protocol
This is IND-CPA encryption.

Via the Fujisaki-Okamoto transform + hash functions, the 
authors then give a KEM protocol that they claim to be IND-
CCA2.



Subroutines
The matrix A is actually generated from a pseudorandom 
seed (via AES or SHAKE).  The seed is part of the public key.

The hashing used in the Fujisaki-Okamoto transform is done 
with SHAKE.



What’s different about FrodoKEM?
- It uses an unstructured version of LWE (as opposed to 

module or ring LWE).

- The encoding mechanism?

- Anything else?

The main change from Round 1 appears to be the 
introduction of Level 5 security.



Security Analysis

Hardness of LWE

LWE hardness implies 
normal-form LWE hardness

Normal-form LWE hardness 
implies ciphertext 

indistinguishability

IND-CPA security of 
encryption scheme

IND-CCA2 security of 
KEM

Modified
Fujisaki-Okamoto

The second layer requires the 
quantum random oracle model for 

the hash functions. 
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Performance
Speed (in thousands of cycles):

Security level 1
Security level 3
Security level 5

This is the AES version.  (The SHAKE version is considerably 
slower.)



Performance
Memory usage (in bytes):



Performance
Message & key sizes (in bytes):



Performance
Decryption failure probability:

The authors claim that the problem of information-leakage via 
intentional decryption failures has been explored, and is not a 
threat (subsection 5.2.4).




